
 

 

  
Abstract—In this paper a Public Key Cryptosystem is proposed 

using the number theoretic transforms (NTT) over a ring of integer 
modulo a composite number. The key agreement is similar to 
ElGamal public key algorithm. The security of the system is based on 
solution of multivariate linear congruence equations and discrete 
logarithm problem. In the proposed cryptosystem only fixed numbers 
of multiplications are carried out (constant complexity) and hence the 
encryption and decryption can be done easily. At the same time, it is 
very difficult to attack the cryptosystem, since the cipher text is a 
sequence of integers which are interrelated. The system provides 
authentication also. Using Mathematica version 5.0 the proposed 
algorithm is justified with a numerical example. 
 

Keywords—Cryptography, decryption, discrete logarithm 
problem encryption, Integer Factorization problem, Key agreement, 
Number Theoretic Transform.  

I. INTRODUCTION 
S the progress of modern information technology is 
rapid, security is an important technique of many 
applications including electronic commerce, secure 

internet access and virtual private networks. To protect the 
transmitted data from eavesdropping by an adversary we need 
to disguise the message before sending it in to the insecure 
communication channel. This is achieved by a cryptosystem. 
Specially designed mathematical algorithms can transform 
messages into some thing unreadable (encryption) and back 
(decryption). Most of these algorithms are based on modular 
exponentiation and number theoretic functions like Euler 
totient function, Carmichael function and so on [3, 9, and 11].  

 The most popular and well defined security primary 
technique RSA algorithm [9] is based on modular 
exponentiation, the security of the system is based on integer 
factorization problem. i.e., given n , the product of two large 
prime numbers of same size it is computationally infeasible to 
find the factors. In RSA the cipher text C  is obtained by first 
encoding the message as a number M  and then taking the 

modular exponentiation neMC mod= , where e is the public 
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key, relatively prime with the Euler totient function )(nφ and 
)(1 ne φ<< . Decryption is done by computing the modular 

exponentiation ndC mod , where d  is the secret key such 
that )(1 nd φ<< and )(mod1 ned φ≡ . 

Another modular exponentiation based cryptosystem is 
ElGamal encryption and decryption scheme [4, 11], which is 

described on the multiplicative cyclic group *
nZ of the field 

nZ generated by 1≠α with n to be a composite number. To 
communicate secretly with A, entity B first gets A’s public 

key ⎟
⎠
⎞⎜

⎝
⎛ an αα ,, where 11 −≤≤ na . Then B chooses a random 

integer 12, −≤≤ nkk and encrypts the message 

M as ( ) n
kaM modαδ ≡ . B sends the cipher text as 

),( δγ where nk modαγ ≡ . From the cipher text ),( δγ , A 

obtains the plaintext by finding the product na modδγ − . 
The security of the public key cryptosystem proposed by       

W. Diffie and M. Hellman [3] depends on discrete logarithm 
problem. Two entities A and B to communicate privately 

use qab modα , whereα is a fixed primitive element of the 
finite field is ( )qGF  and ba,  are the secret keys of A and B, 
respectively. 

 The security of Public Key cryptography with matrices [6] 
depends on the difficulty of solving a system of multivariate 
congruence equations over a specified commutative ring.  In 
this paper we proposed a public key cryptosystem using 
Number theoretic transforms (NTT) [7, 8, and 12] over the 
ring of integer modulo a composite number m . Number 
theoretic transforms (NTT) find applications in fast coding, 
decoding, digital filtering, image processing, convolution, 
deconvolution and cryptography.  The key agreement in the 
proposed system is similar to that of Elgamal cryptosystem 
and the system has the advantage of high speed encryption 
and decryption rates compared with RSA system as the 
encryption and decryption algorithm involve only two 

modular exponentiation terms abg and abg − . It is a system 
with constant complexity, because only a fixed number of 
multiplications are involved.  The security of the system is 
well protected, because it involves the difficulty of solving the 
system of multivariate congruence equations over a specified 

Public Key Cryptosystem based on Number 
Theoretic Transforms  

C. Porkodi and R. Arumuganathan  

A 

International Journal of Computational and Mathematical Sciences 2;1 © www.waset.org Winter 2008

28



 

 

commutative ring [2, 5] and discrete logarithm problem. The 
system however requires a large key for encryption and 
decryption, as the key agreement is based on Elgamal 
algorithm. The cipher text is sent as a sequence of numbers 
through packets or virtual circuits so that the order of the 
elements in the sequence cannot be shuffled or altered by an 
adversary. 

 The paper is organized such that, section II discusses the 
Mathematical model, section III discusses the key agreement 
algorithm, section IV discusses symmetric key encryption and 
decryption algorithm, section V discusses about the security 
aspect, section VI gives a small example of key agreement, 
symmetric key encryption and decryption and lastly section 
VII concludes this paper. 

II. THE MATHEMATICAL MODEL 
In this section we discuss basic definitions and results 

behind the encryption and decryption algorithm. 
 

A. Number Theoretic Transform (NTT) in a Ring of            
           Integer modulo a composite number 

    Let { }nh be a sequence of N integers ( N - point integer 
sequence) and g  be an integer such that g and N are 
mutually prime with a composite number m . Then the NTT is 
defined as  

1...2,1,0,mod
1

0
−=∑

−

=
≡ Nkmnkg

N

n
nhkH                     ----- 

(1) 
and the Inverse number theoretic transforms (INTT) is defined 
as 

∑
−

=
−=−−≡

1

0
1...,,2,1,0,mod1 N

k
NlmlkgkHNlh  ----- (2) 

Where mNgmNN mod1,mod11 ≡≡−  and  

m
N

k

ukg mod0
1

0
=∑

−

=
, Equivalently, 1)]),1[( =− mug for every 

u  such that 
u

N
is a prime. 

B. Euler totient function  
If 1≥n the Euler totient function )(nφ is defined to be the 

number of positive integers not exceeding n , which are 
relatively prime to n . 

C. Discrete logarithm problem 
Given a finite cyclic group G of order n , a generator 

α of G and an element G∈β , find the integer 

10, −≤≤ nxx such that nx modβα = . 
.  

D. Integer Factorization problem  
Given a positive integer n , find its prime factorization: that 

is, write ke
kp

e
p

e
pn ...2

2
1

1= where ip ’s are pair wise distinct 

primes and 1≥ie .  

E. Theorem 
If a and m  are relatively prime then the unique solution of 

the linear congruence )(mod mbax ≡ is )(mod1)( mmbax −≡ φ  
(according to [10] page 114). 

By little Fermat’s theorem mma mod1)( ≡φ  we 

get mbax mod1−≡ . 

III. KEY AGREEMENT  ALGORITHM 
To communicate with each other privately the entities A 

and B generates two large and distinct primes p and q , each 
roughly of same size, computes the product pqm = , 

)1)(1()( −−= qpmφ and )1,1gcd( −−= qpr . 
The entity A computes an integer 1>g , 1>N each mutually 

prime with m  and satisfying mNg mod1≡  and 

m
N

k

ukg mod0
1

0
=∑

−

=
 for every u  such that 

u

N
is a prime. 

Then A chooses a large random integer 11, −≤< maa  

computes mag mod and )(mod)1)(mod( mkrmagx φ+= , 

where 1k is the least positive integer such that 1kr +  is 
relatively prime with )(mφ and the 

product )1)(mod( krmag + exceeds )(mφ . A’s public key is 

),mod,,( xmagNg and private key is a . B chooses the 
integer 11, −≤< mbb computes 

mbg mod and )(mod)2)(mod( mkrmbgy φ+= , where 2k is 

the least positive integer such that 2kr +  is relatively prime 

with )(mφ and the product )2)(mod( krmag + exceeds )(mφ . 

B’s public key is ),mod,( ymbgg  and private key is b . 
 

A sends the public key ),mod,( xmagg  to B. Using this 
public key and the known values )(, mr φ  entity B frames the 

congruence equation )(mod)1)(mod( mxkrmag φ≡+  and 

solve for )(mod1)1(mod mkrxmag φ−+≡ [by Theorem 

II.E]. Here 1)1( −+ kr is the inverse of )1( kr + with respect to 
mod )(mφ . Thus B conforms that the message is from A. 
Hence authentication holds good in this cryptosystem. 
Because of the trapdoor integer factorization problem, it is 
computationally infeasible for an intruder to find the Euler 
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totient function )(mφ . The intruder cannot guess )(mφ  send 

)(mod))(mod( mkrmcg φ+  where c  is his secret key. Thus 
he cannot impersonate like A or B.  Hence in this scenario the 
man in middle attack is impossible.  

IV. PROPOSED CRYPTOSYSTEM 
The integers 1>g and N are chosen such that they are 

mutually prime with m ,   

mNg mod1≡ and ( ) 1,1gcd =− mug for every u such that 

u

N
is a prime.                                                                                            

According to [7] page 312, finding g and N satisfying 

( ) 1,1gcd =− mug for every u such that 
u

N
is a prime 

equivalent to m
N

n

nug mod0
1

0
≡∑

−

=
                                        (3) 

The plaintext is encoded as a N -point integer sequence nh  

where each 1−≤ mnh . 
The encryption is done by using NTT over a ring of composite 
number m  as 

( ) 1...2,1,0,mod
1

0
−=∑

−

=
≡ Nkmnkg

N

n
nh

abgkH                                   

1...2,1,0,mod
1

0
−=∑

−

=
≡ Nkmnkg

N

n
nhabgkH                    (4) 

 Using INTT as does the decryption  

( ) ∑
−

=
−=−−−≡

1

0
1...2,1,0,mod1 N

k
NlmlkgkH

bagNlh  (5) 

 

A. Encryption 
The plain text message is converted to integers 

1...2,1,0 −Nhhhh  all less than m . 

m
N

n
nhabgH mod

1

0
0 ∑

−

=
≡                                                  (6) 

mghgH n
N

n
n

ab mod
1

0
1 ∑

−

=

≡                                                 (7) 

mng
N

n
nhabgH mod21

0
2 ∑

−

=
≡                                                 (8) 

. 

. 

. 

mnNg
N

n
nhabgNH mod)1(1

0
1

−∑
−

=
≡−                                 (9)                                         

 Now the cipher text is }1...2,1,0{ −NHHHH  
 

B. Decryption 

Using the cipher text 1...2,1,0 −NHHHH and decryption 
algorithm (4.3) the receiver frames the system of equations 
given by the matrix form 
 

m

NH

H
H
H
H

NNgNgNgNg

Ngggg

Ngggg

Ngggg

abgN

Nh

h
h
h
h

mod

1

.

.

.
3
2
1
0

)1)(1(...)1(3)1(2)1(1

.....

.....

.....

)1(3...9631

)1(2...6421

)1(...3211

1...1111

1

1

.

.

.
3
2
1
0

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

−−−−−−−−−−

−−

−−−−−

−−−−−

−−≡

−

 
This matrix equation gives the values of  1...2,1,0 −Nhhhh  
as follows 

mnNg
N

n
nhabgng

N

n
nhabgng

N

n
nhabg

N

n
nhabgabgN

N

k
mkHabgNh

mod)1(1

0
...21

0

1

0

1

0

1

1

0
mod1

0

⎟⎟
⎠

⎞
⎜⎜
⎝

⎛ −∑
−

=
++∑

−

=
+∑

−

=
+∑

−

=

−−=

∑
−

=

−−=

 
 Using (4.1.1), (4.1.2), (4.1.3) and (4.1.4) we get 
 

m
N

n
nNg

N

n
ngh

N

n
nghNhN

mnNg
N

n
nhng

N

n
nhng

N

n
nh

N

n
nhNh

mod
1

0
)1(...

1

0
2

2
1

010
1

mod)1(1

0
...21

0

1

0

1

0
1

0

⎟
⎟
⎠

⎞
⎜
⎜
⎝

⎛

⎟
⎟
⎠

⎞
⎜
⎜
⎝

⎛

∑
−

=
−++∑

−

=
+∑

−

=
+−=

−∑
−

=
+∑

−

=
+∑

−

=
+∑

−

=
−=

  

 
Using (4.1), we get 

mhNNh mod)0(1
0

−=  

mhh mod00 =  

∑
−

=

−−−=
1

0
mod1

1
N

k
mkHabgabgNh        

mnNg
N

n
nhabgNgng

N

n
nhabggng

N

n
nhabgg

N

n
nhabgabgN mod)1(1

0

)1(...21

0

21

0

11

0

1
⎟⎟
⎠

⎞
⎜⎜
⎝

⎛ −∑
−

=

−−++∑
−

=

−+∑
−

=

−+∑
−

=

−−=
 

 
Using (4.1.1), (4.1.2), (4.1.3) and (4.1.4) we get 

( ) m
N

n

N

n

N

n

nNg
N

h
n

ghNh
n

ghNh mod
1

0

1

0

1

0

)2(
1

...
21

1
0

1
1 ⎟

⎟
⎟

⎠

⎞

⎜
⎜
⎜

⎝

⎛
∑
−

=

∑
−

=

∑
−

=

−
−

++++−−=

 

Using (4.1) we get 

 mNhNh mod)1(1
1

−=  

mhh mod11 = . 

Similarly 1...4,3 −Nhhh can be obtained. 

V. SECURITY OF THE CRYPTOSYSTEM 
We assume that no one modifies or shuffle the cipher text 

sequence. The security of the system depends on the key d .  
Using the encryption and decryption algorithm an intruder can 
frame N2 equations mBAX mod≡ involving the N unknowns 
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1,...3,2,1,0 −Nhabghabghabghabghabg . The coefficient 

matrix A  is of order ( )NN ×2  with the ( )NN ×  identity 
matrix as a part of it. So the rank of A is N . The augmented 
matrix ( )BA /  is of order ( )12 +× NN .The rank of 

( )BA / must be either N or 1+N . 

If rank of ( )BA /  is 1+N then the system is inconsistent, as 
rank of ( )BA/  is not equal to rank of A . 
If rank of ( )BA / is N then the system is consistent and the 

values of 1,...3,2,1,0 −Nhabghabghabghabghabg can be 
obtained. But using these values it is impossible to find each 

1...,2,1,0, −Nhhhhabg  separately. 

VI. NUMERICAL ILLUSTRATION 
In this section we justified the proposed algorithm with an 

example. 
Entities A and B agrees the product of two primes 

27017337 =×=m  and computes 2592)( =mφ  and 
36)72,36gcd( ==r . 

A. Key Agreement 
To communicate with A, B first gets A’s public key is 

[ ]( )425)(mod)1)(mod(,1973mod,9,16 =+=== mkrmagmagNg φ  
A has chosen the secret as 2689=a . Also 

18571 =−g and 24011 =−N . 
 
 B chooses 2657=b and computes 

2562701mod265716mod ==mbg . B’s public key is 

( )1696)(mod)2)(mod(,256mod,9,16 =+=== mkrmbgmbgNg φ  

Now the key used for encryption is 588mod =mabg and the 

key for decryption is 712mod =− mabg .  

B. Encryption 
Suppose the plaintext message is 

 
“PUBLIC KEY CRYPTOSYSTEMS USING NTTS”.  
 
 It is encoded as  
 
1621 0212 0903 0011 0525 0003 1825 1620 1519 2519 2005 
1319 0021 1909 1407 0014 2020 1900  
 
As it contains more than 9=N blocks we represent it as a 
two 9-point integer sequence 
{ }1519,1620,1825,0003,0525,0011,0903,0212,1621 and

{ }1900,2020,0014,1407,1909,0021,1319,2005,2519 .   
By taking the first sequence of integers as  
 

15198,16207,18256,00035,05254,00113,09032,02121,16210
========= hhhhhhhhh

 

2701mod

1519
1620
1825
0003
0525
0011
0903
0212
1621

64165616481640163216241616168161

56164916421635162816211614167161

48164216361630162416181612166161

40163516301625162016151610165161

3216281624162016161612168164161

241621161816151612169166163161

16161416121610168166164162161

816716616516416316216161

111111111

588

8
7
6
5
4
3
2
1
0

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

×≡

H
H
H
H
H
H
H
H
H

 
08258,24197,05906,23075,15854,24633,22112,21231,16390 ========= HHHHHHHHH

 
 Similarly the second sequence is encrypted as the sequence  
 

{ }0347,0992,2440,1320,1439,0572,0992,1437,2378  
 

C. Decryption 
 
 

2701mod

0825
2419
0590
2307
1585
2463
2211
2123
1639

641857561857481857401857321857241857161857818571

561857491857421857351857281857211857141857718571

481857421857361857301857241857181857121857618571

401857351857301857251857201857151857101857518571

32185728185724185720185716185712185781857418571

2418572118571818571518571218579185761857318571

161857141857121857101857818576185741857218571

8185771857618575185741857318572185718571

111111111

7122401

8
7
6
5
4
3
2
1
0

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜

⎝

⎛

×≡

h
h
h
h
h
h
h
h
h

  

 
 
Hence the plain text is  
 

.15198,16207,18256,00035,05254,00113,09032,02121,16210 ========= hhhhhhhhh  
Second sequence of cipher text is decrypted as 
{ }1900,2020,0014,1407,1909,0021,1319,2005,2519  
 
After decryption as the receiver gets the encoded message  
 
0212 0903 1621 0011 0525 0003 1825 1620 1519 2519 2005 
1319 0021 1909 1407 0014 2020 1900  
and hence gets the plain text  
 
“PUBLIC KEY CRYPTOSYSTEMS USING NTTS” 
 
D.  SECURITY 

Because of the discrete logarithm problem from known 

,16=g 1973=ag and 256=bg  , it is infeasible to find 

a and b . So the agreed key mabg mod cannot be evaluated by 
an adversary and hence he cannot recover the plaintext from 
the cipher text.  

 
Also as 2592)( =mφ , 36=r  is unknown to a third person, he 
cannot impersonate as A or B.   
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VII. CONCLUSION 
In this paper we discussed a public key cryptosystem by 

using the number theoretic transforms over a ring of integer 
modulo a composite number m . As the key agreement is done 
similar to Elgamal cryptosystem our system is also very 
secured one. The security of the system is based on the 
solvability of multivariate linear congruence equations that is 
very complex and the discrete logarithm problem. This 
cryptosystem also provides authentication by the agreement of 
the first element of the N -point integer sequence. 
Impersonation is also not possible as it is computationally 
infeasible to find the Euler totient function. 
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